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Phishing Best Practices
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Best Practices

e Carefully check the URL before clicking on it.

* Do not click on shortened URLs without verifying by expanding them.

* Never panic on seeing messages which show urgency and validate its
genuineness.

e Do not trust promotional offers which look “too good to be true”.

* Do not hesitate to report to Law Enforcement Agencies, if you become a victim of
phishing.

* Verify the email ids in emails addressed to generic recipients.

e Look for typing errors (eg., AccOunt, emall, depOsit, passwOrd)

Look for poor grammar and unprofessional language

(“Do yu kare about yurself?”’)
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