However, phishing emails offen have common characteristics; they are frequently constructed to
trigger emotions such as curiosity, sympathy, fear and greed. If a workforce is advised of these
characteristics — and told what action to take when a threat is suspected — the time invested in
training a workforce in how to spot a phishing email can thwart attacks and network infiltration by

the attacker.
1. Emails Demanding Urgent Action

Ning a negative consequence or a loss of opportunity unless urgen’r oc’non is taken,




4. Inconsistencies in Email Addresses, Links & Domain Names

Another way how to spoft phishing is by finding inconsistencies in email addresses, links

and domain hames. Does the email originate from an organization that is corresponded with
often< If so, check the sender’s address against previous emails from the same organization.
Look 1o see if a link is legitimate by hovering the mouse pointer over the link 1o see what pops

up. If an email allegedly originates from (say) Google, but the domain hame reads something
else, report the email as a phishing attack.



https://cofense.com/blog/tailored-subdomains-found-in-credential-phishing-campaigns/
https://cofense.com/knowledge-center/phishing-attacks/
https://cofense.com/threats/ransomware/

6. Emails Requesting Login Credentials, Payment Information or Sensitive Data

Emails originating from an unexpected or unfamiliar sender that requests login
credentials, payment information or other sensitive data should always be freated
with caution. Spear phishers can forge login pages to look similar to the real thing
and send an email containing a link that directs the recipient to the fake page.
Whenever a recipient is redirected to a login page or told a payment is due, they
should refrain from inputting information unless they are 100% certain the email is



https://cofense.com/knowledge-center-hub/real-phishing-email-examples/

