LOCK IT /

B TAKE IT

LOCK YOUR COMPUTER WHEN
UNATTENDED

DON'T LEAVE YOUR MOBILE
DEVICES UNATTENDED

USE PHYSICAL LOCKS OR
DOCKING STATION

WERIFEY
REQUESTS

CONFIRM IDENTITY OF
REQUESTER

HANGUP & CALL BACK ON A
PUBLISHED NUMBER

DON'T SHARE SENSITIVE
INFORMATION OVER THE PHONE

UPDATE
EVERYTHING

INSTALL PATCHES AND UPDATES
IMMEDIATELY

AUTOMATE SOFTWARE UPDATES
UPDATE YOUR KNOWLEDGE OF

CYBER-THREATS AND BEST
PRACTICES

CYBER JAGROOKTA DIWAS OCTOBER 2024

CYBERSECURITY GOOD HABITS

LOOK BEFORE
YOU CLICK

« THINK TWICE BEFORE CLICKING

ON A LINK

« HOVER MOUSE POINTER OVER

THE LINK

= THINK TWICE BEFORE OPENING

ATTACHMENTS

n' PASSWORD

HYGIENE

= USE A PASSWORD MANAGER AND

ZFA
NEVER SHARE YOUR PASSWORD
NEVER SAVE PASSWORDS ON

WEBSITES, APPS, OR UNTRUSTED
BROWSER EXTENSIONS

REGULAR
BACKUPS

PERFORM REGULAR BACKUPS

DON'T KEEP YOUR BACKUP MEDIA

CONNECTED AT ALL TIMES

TEST YOUR BACKUPS AND
OCCASIONALLY TRY RUNNING
RECOVERY




